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dAgatuauunTITewarNSISEUNTARU LATeYIduiLaliow ¥ VPN (Virtual Private Network)
Aowmaluladlassadisfiugruildinainn1svin Tunneling Jsuwasetnsdumesiinaisisas eads
Foanafudsdayaniinmsidisiannudaenduaaloudldnueursagnnglulaseingvewminedy

Tnems

1%
aaa o

welulafifianusnduegnddunisdifminensifavaniuasirindvdionzaeluandu
WU PIudeyaUITETEAULILITIR UANIIMINISVRsEinvoas waysvuumassunisaeusaulall
otalsfiany ieifunis "annselsiu GlobalProtect Server' Tnlaisnfiu szuuldvinisdadunis
Jousioarniaievrsn1eluumine ds (1u Jumbo Net n3e Wired LAN) Lio4a1n1aT 0918 anan
ansndnfminensldlnonssoguda alioatuiisiavhiuiielinigldeu GlobalProtect VPN iy
CMU Account iihilUsgnsgniesnannnsgiunnsiunsUaendvansauma

2. Inguszaen

1. Wotduwuniaunsgiu (Standard Operating Procedure) Tuni1sfindsuazasangonsias
GlobalProtect VPN dwisuumainsiagtindnw

2. Wislmlainnisindamsnensiesevieiduluanudeniivus seidsu waznaninugiaiuay
JUAIUABANYANTEUNAYDIUNINYIAY

3. WieanauRanaInlunszuIuMIAnfLaz gl ldnuaminsaujiinuduneunianailai
Fudauldetgnies

3. YBULUA
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nsidenlidfndaignees n1sRsA1dNSAINUaBAsE (Security Permissions) nsdugudnu lauds
NITUIUNTAUGANTRNAD InUATOUARL:

* 5guuUfURnIS: Windows (32-bit wag 64-bit), macOS, i0S, Android Wag Linux

* naudmneg: dnfnwiuazyaains (CMU Account) uagyananiguen (Guest Account)



* SYgYNITAMLUIIU: AT IE9IUIINATBVILNEUBNUNINYIB BT LN
4. A13NNAATY

VPN visnefia iesetsdiuduaiiouiideuseainneusnidiunaiiouldnueglussuunietiy
VBIUMNING Y

Tunneling aneis nAtiANsaIgessudioyanuasnsdeuuasoingansisae

GlobalProtect vunadis gondwislaatousnnsgunldlunisouse VPN w9
wInedeLdesin

CMU Account nsnedia Uayagldlefidruyananesnlagdtnuinismaluladansauna
ITSC ey drtnusnisimaluladansauna (Information Technology Service Center)

System Type nun8dia UssinnanUnenssuvesseuuuunns (32-bit w3a 64-bit)

o7

H3UUSNNT et yaansuastinAnwiaumnine aediedinl

5. NUNAUSURAYAU
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WalPN13ANHIUIUADAARDIN LA UTUNITUSWITIANIT (Hierarchy of Authority) 39A1%uUA

PN IL:

1. @rdnusnismelulagansauna (ITSC):

HAWATEUY (System Administrator): SURATOUNNTIAMTENATEMYY Tawaniuas uag
auAuavsn1snduiulednlasuoyne

ITSC Helpdesk: atuayumanatawazuitedymmsldnulviugls

2. glda (User):

UPANIUAzTNAn¥IvDIALLATYAIANS

msUfifRm (Compliance): Andauagldnurensiuainudunevlugioatanssnsn

AMUTUAAYDU (Accountability): SURArBURaUYY CMU Account vasnuusLieel e lal
wanIglViEau wazdaUufiniu wsu. daensnseiAURaNgIfuABNNIABS W.A. 2550
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nsavdau stuudnunns
Windows, macOS
uansdvdau System Type
yavlnSavAUWIIRaS 32/64 bit

!

Download Software
910 https://vpn-gateway.cmu.ac.th

AacouazavaAdns
muucia: 0S

v

mmstdousio VPN
uazguguninundy
CMU Account
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nsJvdoudniusmsibousio
910 icon uu Taskbar
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7. A5N15UNIUNTVBSUUINS
7.1 dwsuszuulfuRAnis Windows

1. N9A9I9d8U System Type: ANYI7 This PC %39 My Computer laan Properties #5130
Tszuudu 32-bit w3 64-bit (drdgun: nsidenlwdinguazyiliiAn Installation Failure)

Q pags en

System > About

B S B Gk ol LR 8 P

Delete sya arree scB 16068 AMD Ryzen 7 7845HS
i Radeon 740M
Graphics

Map network drive...
3 Disconnect network drive...
> Pin to Quick access

2 Pinto Start

Properties Aeiner A

Show more options

2. msanda: WLUA https://vpn-gateway.cmu.ac.th endunie CMU Account kaza1iilvian
Inlduiignaes :ntuadnuiiilug 1den Install na Next sudumeuawudis Close

- ~ N
iiog
Install
Repair
N Uninstall
w o
\g, 6 Share with Skype
o Troubleshaot compatibility
12 Share
CMU VPN Open with...
B Addtoarchive...
B Addto "GlobalProtect6d.rar"
B Compress and email...
B Compress to "GlobalProtect6d.rar” and email

2 bit GlobalP

4 bit GlobalP

B Scan with Bitdefender Endpoint Security Tools

Windows 32 bit OS needs to download
Restore previous versions

and install Windows 32 bit GlobalProtect

Aot Send to >
Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect Cut
agent @
Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent. Create shortcut
Delete
Rename
Properties

3. sdeusre: adnlensu GlobalProtect 7i System tray nm Get Started n38n Portal: vpn-

gateway.cmu.ac.th W&2nn Connect

14113
v & W Fo 04/04/2024 L



Welcome! % paloalto’ | GlobalProtect

SN

b
T F

<> Not Connected

GlobalProtect extends security policies Enter the portal address to connect
to all mobile users to eliminate remote and secure access toyour
access blindspots and strengthen applications and the internet.
security.
Partal

Vpn-gateway.cm u.a-:.tH

13:54

4. Web Login: Wawsiwesuanstu Tiaanduse CMU Account annduluntiiiu Palo Alto
TiadnA191 "Open” ladsmadsnaunngalusunsy GlobalProtect

This site is trying to open GlobalProtect.
hitps://vpn-gateway.cmu.ac.th wants to open this application

[[] Aways allow vpn-gateway.cmu.ac.th to open finks of this type in the..

Open [

a 4 = CMU

Pick an account

i %» paloalto

NETWORKS

+ Use another account

Authentication Complete.

Please click Open GlobalProtect if you see the system dialog.
If nothing prompts from browser, click here to launch
GlobalProtect




7.2 dwiuszuuufianis macos

1. Msanes: antlluaalvld GlobalProtect.pkg wagAiiunsandsauasadu

CMU VPN

Download Windows 32 bit GlobalProtect agent

Download Windows 64 bit GlobalProtect agent

Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

2. MssaAnAndsTUL:
*1Ufl System Settings > General > Login Items 10an1591911 Palo Alto Networks

ene < Login Items & Extensions |2

R
Q search ackground ilems to perform tasks whea the application isn't

s yncing data. Turning oft
¥4 cNOCITSC background tem may prevent thasa tasks from being complated
S apple Account

@ Battery Buddy «
B wir Vitem
8 sluetoon ESET Endpoint Security o
B3 \otwork 5 tems: 4 tems affect all users
[)
sl ESET, spol. s r.o. [ o)
(& Battery 1item: 1 item atfects all users
1
e ©
(@ Accessibility L
o Appearance e Google Updater [ @)
2t
72 Apple Intelligence & Sir =
& control Center & Microsoft AutoUpdate «©
o 2 iter 1item affects all user
@ peskion 850k 2 itoms: 1 tem affects a8 users
&3 oisplays l‘; Microsoft Office Licensing o
& Saver % titem: 1item affects all users
(&3 spotiight Microsoft OneDrive ©
€3 wailpoper 4 toms: 2 items atfect all users
3 Notifications f‘f°'°"°:' "::“’I . ©
£ sound
ot OpenVPN Client ©
2 tems: 2 tems affect allusers
Screen Time
Palo Alto Networks 3 «
() Lock Screen 3itams: 1 tam affects all usars
(O privacy & security ey
@ Touch ID & Password 3ttems: 2 tems affect all users
) users & Groups

- o -



* Ui System Settings > Privacy & Security > Full Disk Access 1UaN15%1911 GlobalProtect

ece < Full Disk Access| 2
Q Allow the applications below to access data like Mail, Messages, Safari,

Home, Time Machine backups, and certain administrative settings for all
v users on this Mac
(2 Battery com.microsoft.autoupdate
(&) ceneral (E) ESET Endpoint Security «©
[6) Accessibil =
i (&) ESET Management Agent O
@ Appearance

ESET Real-time File System Protecti y

=) Apple Intelligence & Siri SET Roal-time Fila System Protoction (o
|5) control Center I %@ GlobalProtect 3 @

B oesktop & Dack
@ Google Chrome

€3 Disolays
| Screen Saver GoogleUpdater
(&Y sootiight B we

Wallpaper
o @ Microsoft Excel
{3 notifications @ oo
Sound

sshd-keygen-wrapper

Focus - Vol P

B screen Time @ rerminal

B Lock sereen 1 Uninstaller
ey XProtect

@@ Touch ID & Password
& zoom

%

) Users & Groups

3. AsUanaen System Extension:

* YINNUNTIRANG System Extension Blocked Tvlden Open Security Preferences

(% L3 1

* iy General lvindn# drydnuaiainaua (Lock lcon) Auang Tdswaruasaite Unlock

e

v

* Ay Allow v19nun 2 AS9 Aufissuundfiou antduedndydnuwaluinguadnasaiiedenli

BYUTDY
4. N5BUAB: N8N Portal Address wasdudumInuE1L Web Browser #nua1su

P T —

O AS® - —

, IEEEEC Rp——— L oM PO BAAR DI (G s e WO a %

%7 paloalto | GlobalProtect =

Not Connected

Select the portal to connect and

Forgot password Piease vist
Nitoek Hageunt. cms s M Ferpet tor moee
Infoemarion cafl 0-509-3800 press |

secure access to your applications

and the internet.




_
008 D onwu - .

« @ 5 ven-gatiwey.cmec INSAMLIOSPIACE

=y O :
- ST
| Vi Oremaycrs e 1 s £ 0pen »
| s

3 Aiers s v ey o . o w3 .

ST
4 paloalto
AR
Authentication Complete

Please click Open GlobalProtect if you see the sysiem
dinlog. If nothing prompes from browser, click bere to
launch GlobalProtect

7.3 dwiuszuuuuaniswnna (i0S wag Android)

1. anuluan: AnAslaUnaLAtu GlobalProtect 210 App Store 3@ Play Store

15:49 L
£ Search
% GlobalProtect™
L 4 Palo Alto Networks
[ oven ] o)
4.8 4+ No.196 [
*hkkh ears O Busmess
What's New >

sion 6.1.5

Bug fixes to improve the user experience.

Preview

Signin

Username

10
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2. M59UYNANS: Wakkey wazna Allow %30 ANAY LBBUAYIANITHIAABULAENITATIINTT
\Wousio VPN

% “GlobalProtect” Would Like to "%
Send You Notifications
Thisc  Netifestions may inchds alort,
M sounds, and icon badges. These can  3p.
i b canfigured in Settings. i

Don't Allow

3. Msilpune: RUW Portal: vpn-gateway.cmu.ac.th Am Connect wagdendumie CMU

Account

14:59 ) 15:00
< App Store L < GlobalProtect UL

GlobalProtect Bl GlobalProtact Logii =] # vpn-gateway.cmu.acth ¢ GlobalProtect

What's your © = CMU
portal address? Sign in

Email address, phone number or Skype

Addrass

[ vpn-gateway.cmu.ac.th

| Can't access your sccount?

CONNECTED

v

TAP TO DISCONNECT

Forgot password Please visit
2 https:jfaccount.cmu.ac.th/Forget for
more information call 0-5394-3800

press 1
CONNECT

@ sign-in options

Open this page in "GlobalProtect"?
carea
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7.4 §195U Linux waz Guest Account

* Linux: ATilvangondwisiiudsienglunthssuunsorievsd ITSC uasufuRnumdanis

(%
a o

fnRaly Terminal <download>

* Guest Account: Lﬁaﬂi‘i’fﬂmﬂhumy "GlobalProtect for Guest Account” Uuntiiu Portal

8. 528N I UNISVBTUUSNS
8 U9
9. Y2IN19INIS AUSNS

Huaiuuinisaiunsadinsie vasuA1UINY NTRdUNINTIHAZLIEANITAAM ILAEAIA1 CMU
GlobalProtect VPN lafiviaangunisnamalulagfdviauazdon1siseus 4u 1 0115 1 AngiATugAans
waranlranvendnsniules https://vpn-gateway.cmu.ac.th

10. A15SNLHEN
laifinsseasssuiien

11. sremsenansusznaunsiusivasuusnis
Lifisrensienansiigeddlunisvesuuinis

12. nganeiiieata
wsgsdaRiensnssyhauRafeafuneuiumes na. 2550

wzTwlgRnIsnwautunsUasadelyiues w.a. 2562

13, WnsgIunuLazdannainsideu

nstududnu ABIHIUNTTNTIIARUANTAIEURYT CMU Account nATanawsy Tunneling
YOULIANITLUD aug b duanizivleduaznine1nsnianisfnmnunninedeniivue
Wil

ANNIUAIURDRAY %ayjaﬂiﬂﬂiﬁ@Mﬁ’]L@@%Qﬂﬁﬂﬁﬂ@]’m WU, ADUNIADTI 2550 LiDNISATIVEDU

gounau
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nsaugansida gldanudeniins Logout annsyuuansillewdnldanuitedesiunisauive

14, 52UURNANUTSUNALAZIENE158199

sruufina: dunaleasuglgnlan (GlobalProtect) Uuwauanus MnlieusiedLsmouansd
Wensean1uy "Connected”

LONANTDNID:

FUtayanUITEUULATENY: https://network.cmu.ac.th/wiki

NeEIUYQRIENITNTZINAMURANIAUABNRINDS W.A. 2550 wazatuwn luiuLAy

15. A1ANUAN
Poanunsatiuayu: fiase ITSC Helpdesk dwnsulaminisinldnussuy

aendAay:

WUMEN Portal: https://vpn-gateway.cmu.ac.th

A99BNANNTEUUAIT (Permanent Logout): https://mail.cmu.ac.th

& CY =1
LUUNDIULAZUUNN:

Junnn19i1le9u (User Login Logs): Tuiinlaesnlugifalussuu Central Log 10311 INeNae
MINNAUY
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N15ANRALAZAIAT CMU GlobalProtect VPN ém%’wﬁ%’uu’%ms

A31891U G o) ASUTB991891U

(509181519158 A3.5651 leanntiudng)

PIALAZAONTSYUS ANURANELATYAIEANS

)

Wminguns

vinewe: WNUSINIgeaaveiiisnuisesnyswnswiu lugsusssmenunismewnsasiuled

wnansaduilldaneiiotedidnnsednd aunszsudad® degsnssumnedidnvseiing w.e. 2544
wazdavsruuminedo@osivi I1memsldateieTedidnnsolind w.a. 2564
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