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Adan1sUHURIU: N13AeA1 NTP dwsugdufjinsu
1. MANNITUATLAANG

Tuszuumalulagasaunaalislval MsvihauresszuuaIediy WHHe3 wavgunsalin <
Fududesedonariigniosuazasnadesiusgrausiug lnsanzlunsdvesnstuiindoya (Logs)
MsnTvEoumgNITal M33nwIAAaenAeredTEUY SINEINTUTEAUNUTENINTEUUMINY
iy mananluudazgunsallinsaiu o1aneliAnmunainiadeuresdoya amuRnnainlunis
Ansgiivnnisal wavdmansgnusonuuidefiovesszuulngsam

Network Time Protocol (NTP) tluluslnmoaunasgiuilddmiunisddlasiudnaluszuy
wn3evslinsafuundsdnsdananfiiiedialé 1y Time Server 11m357u (Stratum Servers) H1u
iSetedunesiinrieneluedng msnea NTP Sadunalndrfyfidrelfszuuimuniinnsneda
naiduneasgideatu msth NTP anldouiiuselowinaneyszns wu iuenugndesuesteya
narlussuuion
trelunisasrvaeunazunlalyn (Troubleshooting) 210 Log laeg1siiuss@nsnin soe5ussuy
AnaUaende 1wy nsasIadeuans (Authentication) uaglu¥usesidvia (Certificates) anAuLAes
MnARanaInTiAna N linssusEnINesEUY

fatiu nsfmuauazisan NTP fussuuadetiauazgunsaling 4 neluesdnsdadinay
$udueeeda ilolinsiauvesszuululuegreiiuszansam Smnanindetie uazaenadasiy
Wnsgumumnaluladansauwme

NTP Server Misluanasgruludszmalne

afu Fo1dsnaes RUIWY
1 | ntp.cmu.ac.th (10.156.199.10) LNINeISgeslnl
2 | th.pool.ntp.org NTP Pool 15093
3 | timel.navy.mith NSUYNNANANT NBIVINLTD
4 | timel.nimt.or.th A0IUUNINTINY AR
5 | time.uni.net.th TnsamspSetneansaunaiionsine




Network

10:00

97989310 https://www.tonmind.com/blog/ntp-network-time-protocol_b29

2. InQUszasA

2.1 wielviszuuin3eviy W@5Wes wazaunsaling 9 nelussdnsiinaingniediaraenndos

AUMUNINTFIUAE Y

2.2 Wieifiumnugnavsusiuguesdeyatuiinimmnisal (Log) dmfumsmsiaaey Jinsien
wazwAludaymlussuy

2.3 fleatiuayumsauvesssuusnumuasnds Wy nInaaeuansgldou nsld
alususesnavia (Digital Certificate) wagszuuinTiatoya

2.4 \fleanaruAiananauazanunainedsuiioainturnnanilinasstuserinegunsel
vioszuuiivhausmiu

2.5 lariusyavsnnlumsuimsdanissruumaluladansaumauaziedotneliiing
ndeftounndeiy

2.6 Wielszuudanundensesiuunsgrudumaluladansaumne Laguun1INsnTIaEey
(Audit) MAeTeq
3. YBULYA

AsOUARLNISARIA NTP lugunsaifudalui:

Server (Windows / Linux)

gunsalia3etne (Router, Switch, Firewall)

\A383gn%18 (Client)



4. AAMNAAY
dieliAnemdlafinseiu ddwinlliluddeatudionumnedwiolud
NTP (Network Time Protocol) wneis Tuslareammsgiuilidmivddasiudinailuszuy
wn3etny Tagviilvigunsaling 4 fnafinssiusiueiete 1P
NTP Server v tedosusivnefvimihiliuinisnaunaiesgnine lngdunaanumas
edaidetield uaznszarenaludigunsaiduluedors
NTP Client vanefia gunsalnieirdasnaufnlnosfisunan (Sync Time) 910 NTP Server Lo
luusuldnelussuuvemuies
Time Synchronization (NM3@slastudiian) vanedia nszuaunisusunatlugunsallvingaiu
uwdanadneds dielinnszuuinafeai
Stratum e sedufureumasnatlussuy NTP lnefuavdstiosmunefdlndundsioa
91989110 LU
Stratum 0: UVEALIA1D14B (WU Atomic Clock, GPS)
Stratum 1: 1@$WlnesMieuselnenssiy Stratum 0
Stratum 2 TulU: @$WnesTisunadetudunen o
Time Offset na18f4 A1AINUARAIALAADUYBIIAITENING NTP Client U NTP Server
s3UU NTP agvimsusuuililndidsiuanniiga
Delay (Network Delay) #3188 izammﬁiﬂumﬁﬁagaswdw Client waz Server &l
HAROAIULINENYDIN1TBILAT LT IR
Time Zone mnefis mstwuaanailiasstuiiuildonu wu UTC+7 dmiudsumalne
NTP Authentication ¥18fia N3zUIUMIMTINABUANLGNFBIYRIUMAIAN tiTlaafunnsg
Uaauudastayanan lagldisnsisiavsenaua (Key)
Public NTP Server nunefis 1i$viaed NTP MTalduInsiludiiudunesidn 1y
pool.ntp.org
Internal NTP Server vanefis i5wiaed NTP fifadauazldnunelussdng eliusnisiam
wnszuulumseneniely 1wy ntp.cmu.ac.th
5. wihilauiuRavau
5.1 §auaseuu (System Administrator) Fuflunisindeuagsiann NTP Server uag NTP
Client
MvueAl Time Zone UagunawIa18198¢ (NTP Source), nsiadeuaniugnisdalasiudiiailiignées
wilatlymiiiendestunsli@adia, Tufinuassaviienanisnissaan
5.2 gouala3aYie (Network Administrator) iviuaa1n1sid0e NTP H1ugunsalin3edng
\u Firewall, Router, Switch tJusiu Amuauleuiesuauasnsie 1wy ACL w3e Port (UDP 123)
nyRdeumBLatissvouad et efiinaden1stelasiudiaan atuayunisideuseluss Public nie
Internal NTP Server
5.3 f{ldauszuu (End User / Client) THussuunuariidivualaegguaszuu liudlunns
darnanlaglalldsueyn e wisgmidlenuanufinunfvesianlusyuy



6. H9NTTUIUNU

WYNS:UIUVIULATUAdUNISOIVATY NTP

o JuaPUMSIASENAIWWSDU (Planning & Preparation)

R 1.1 i8en NTPServer = g/=m—————=wm
\ szUlKdvdBLaIRdaomsTdu wWu
k' e time.google.com ® S unii

e time.navy.mi.th (noorwi3a) (lagUs=ieu)

* th.pool.ntp.org (pool server daunav)

1.2 asovdauUIASaUY RSO ]
‘- NTP rhviuuuwasea UDP 123 @ 10 i
°= mawls?aaau'imu'ﬂam‘ Firewal vovAtu (ausuaey)
[alfidn-aonwosni 6 s Pl
-

e gueauMsavAIUURUASA (Implementation)

T T N " — A
Bonwaarlinseiuiunlgou @ 5 win
WU nsvinw4 Asia/Bangkok (UTC+07:00) (lgUszuin)
LY 2.2 misavA1 NTP Client e
|—T—| 5 B e ; .
EEm . n?humlhuamswaumaluuu.uu Client/Unicast ® 15 i |
e 14 IP Address #Sa Domain Name (neadsetiate) ‘
uav NTP Server nildanl3ludunauniouns E
m * naanisritou (Enable)

¥

3
o JunauNISaSIIFoUNazdIuduna (Verification) ]

3.1 nadaunisiouco

Status @ 7 uiid
@sdPdBUENIUE (Status) Tussuur o Synchronized uan
wasulu Synchronized udonsall (laaUszuanu)

- s e '

3.2 na&daunIUNEIDY walaadu y

oma Ay b 7 - ©® 8 wi
oo ® nsovaauiunuazatdaguuuaassuu | 13 w.A. 2567 14:30:25

JIMSVAULAWIRSTIUIS UKL {(UTC+07:00) (lnUszuiau)

GoA1 NTP d180 @ swvarionwa |

50 uin

ssuuwSautdvunazdalasludioansSeusas (Tauus:unnu)

MEe: ssezaeeuanaeiullenugunsal ssuuiASoute uasUssaunTSaivooge unTSs



7. Sunsun1sUfiReau
7.1 nsnarn NTP uuszuuUfoRnts Ubuntu vasamisiAsugaans
¥msaana ntp lng
root@econ-www:/# sudo apt install ntp
NAFDYU version U8 ntp
root@econ-www:/# sntp --version
sntp 4.2.8p15@1.3728-0 Wed Feb 16 17:13:02 UTC 2022 (1)
n1suile file /ete/ntp.conf
root@econ-www:/#sudo nano /etc/ntp.conf
Wfisl NTP Server wlulu Config File
server ntp.cmu.ac.th iburst
npgevanuzved NTP lngldfds

root@econ-www:/#service ntp status

training for ntp-4 are
vtime.org/support

lines 1-21/21 (END)

JUAM N136%e NTP Client gl service ntp status

wazAd ntpg - pn

root@econ-www:/#ntpq -pn

5UAM N136%e NTP Client ToeldFds ntpg -pn



7.2 n13A9A1 NTP uuszuudfjianis Windows vasnnuziAsegeans
ludiuves Internet Time 1&on Change settings 1d@0n Synchronize with Internet time
server 14 server 1Ju ntp.cmu.ac.th 1aana Update now

10.110.8.19

Date and Time

Date and Time Additional Clocks Internet Time

This computer is set to automatically synchronize with ‘ntp.cmu.ac.th

Next synchronization: 18/6/2568 at 15:26

The clock was successfully synchronized with ntp.cmu.ac.th on
18/6/2568 at 15:09.

& Change settings...

10.110.8.19

Internet Time Settings
Configure Internet time settings:
] synchronize with an Internet time server

Server: | ntp.cmu.acth v Update now

The dlock was successfully synchronized with ntp.cmu.acth on
18/6/2568 at 15:09.

JUAMN 1369 NTP Client uiAIausitessuuUuinig Windows vesnn



7.3 M3A3A1 NTP uuaUunsaliA3atnevasnnziAsugAans
7.3.1 M3asA1 NTP uugunsalia3aviendn (Core Switch) vaInnzLATEgANENS
gunsaliAeYenan (Core Switch) Cisco Catalyst 9300-24T-4G (10.150.126.1)

UV 26 ComEa it R

€ 5 @  ANotsecure 10.150.126.1/webui/#/Time * ® 5 910

83 | ® CMULogin Dashboard | AIATM...  {J MOOC NCSA = Microsoft Al Skills F.. W Python Tutorial @8 Azure - Signup W& Learn Laravel PHP F.. [E) CSS-Bootstrap @ Log in to continue y. » | [3 AllBookmarks

n aluihve Cisco C9300-24T Welcome nitirat [ @« #$ MO S
CISCO 47124

Administration~ > Time

Source: Local Jun 18, 2025

13:21:07

[Bangkok] (UTC+07:00) Bangkok,

Change Date and Time
NIESecers NTP Server Details
Rt TP T
Host Name i Status i VRF Name i Source Address
(m} ntp.cmu.ac.th Peer (reachable) None None
1 0 v

Show desktop

UV 26 ComEa it R _

& > G | ANotsecure 10.150.126.1/webui/#/Time * ©® 8 910
83 | ® CMULogin Dashboard | AIATM...  {J MOOC NCSA = Microsoft Al Skills F.. W Python Tutorial @8 Azure - Signup W& Learn Laravel PHP F.. [E) CSS-Bootstrap @ Log in to continuey. » | [3 AllBookmarks
n aluihe Cisco C9300-24T Welcome nitirat [ @« H$ MO S
CISCO 47124
Administration* > Time NTP Server Details *
Host Name* ntp.cmu.ac.th
Source: Local
Prefer
IP for DNS Resolution P
VRF (m]
VRF Name None
NTP Servers NTP Server Details Edit Source Address None
Host Name
(m) ntp.cmu.ac.th 4
1 0 v

JUAM A1369e NTP Client uugunsal Cisco Catalyst 9300-24T-4G




7.3.2 gunsalin3adnendn (Switch 81A15 1) Cisco Catalyst 3650 (10.150.126.11)
Cisco3650-Core-B1 (config)#ntp server ntp.cmu.ac.th

Cisco3650-Core-Bl#sh run | include ntp

ntp server ntp.cmu.ac.th

Cisco3650-Core-Bl#sh ntp status

Clock 1is synchronized, stratum 2, reference 1is 10.156 10

nominal freq is 250.0000 Hz, actual freq is 250.0004 Hz, precision is 2*x10
ntp uptime is 567400 (1/100 of seconds), resolution +is 4000

reference time is EBFCDC8E.AD916A50 (13:34:54.678 BKK Wed Jun 18 2025)
clock offset is -24.2211 msec, root delay is 1.00 msec

root dispersion is 28.93 msec, peer dispersion is 2.63 msec

loopfilter state is 'CTRL' (Normal Controlled Loop), drift is -0.000001613 s/s
system poll -interval 1is 64, last update was 2 sec ago.

Cisco3650-Core-Bl#sh ntp ass

Cisco3650-Core-Bl#sh ntp associations

address ref clock st when poll reach delay offset disp
*~10.156.] 0] +GPS.. i 9 64 377 1.000 -24.221 2.637
*x sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured
Cisco3650-Core-Bl#sh ntp associations de
Cisco3650-Core-Bl#sh ntp associations detail

10.156.199.10 configured, 1ipv4, our_master, sane, valid, stratum 1

ref ID .GPS., time EBFCDC8B.00000000 (13:34:51.000 BKK Wed Jun 18 2025)
our mode client, peer mode server, our poll 1intvl 64, peer poll 1intvl 64

root delay 0.00 msec, root disp 1.08, reach 377, sync dist 5.40
delay 1.00 msec, offset -24.2211 msec, dispersion 2.63, jitter 0.97 msec
precision 2xx20, version 4

assoc 1id 5031, assoc name ntp.cmu.ac.th

assoc in packets 38, assoc out packets 38, assoc error packets 0
org time 0OOOOOOO.00O00EEEO (O7:00:00.000 BKK Mon Jan 1 1900)

rec time EBFCDC8E.A73D4ADD (13:34:54.653 BKK Wed Jun 18 2025)
xmt time EBFCDC8E.A73D4ADD (13:34:54.653 BKK Wed Jun 18 2025)

filtdelay = 1.00 2.00 2.00 1.00 2.00 1.00 2.00 2.00
filtoffset = -24.22 -24.02 -24.45 -23.82 -23.92 -24.49 -23.75 -23.26
filterror = 0.97 1.96 2.97 3.96 4.98 5497 7.00 8.01
minpoll = 6, maxpoll = 10

Cisco3650-Core-B1#]]

sUAM N136%en NTP Client uugunsalinsedne Cisco Catalyst 3650



7.3.3 gunsaliAsatnenan (Switch 81A15 2) Cisco Catalyst 1200 (10.150.126.21)

& 5 G | ©NotSecure hitpsi/[10.150.126.21/csae35acbo/catik/home.htm . % © 2 310
| o} w w B (c] F | ks
e “c‘x‘s‘é[o“ ©1200-48P-4G - C1200-48P-4G-B2 Q cico English v adanced v @ @ @

Getting Started SNTP Unicast Cancel

Dashboard
The Main Clock Source (SNTP Servers) must be enabled for SNTP Client Unicast to operate. Main Clock Source (SNTP Servers) is currently enabled.

Configuration Wizards

SNTP Client Unicast: (-4 Enable
Search IPvé Source Interface:  Auto

Statls and Statisics 1PV6 Source Interface:  Auto

Unicast SNTP Server Table

+ Restore Default Servers

() SNTPServer Pollinterval Authentication Key D~ Stratum Level  Status  LastResponse  Offset Delay Source Interface

System Settings

Console Settings

Bluetooth Settings
O ntpcmuacth  Enabled 0 1 up 18.6.2025 6:46:2  -24895302.3519565 0 Static

User Accounts

Idle Session Timeout

v Time Settings
System Time

SNTP
Multicast/Anycast

SNTP Authentication
Time Range

Recurring Range

) System Log

JUNM N15A%eAN NTP Client uugunsaliseavne Cisco Catalyst 1200

7.3.4 gunsaliATatnenan (Switch 1A15 3) Cisco SG500X-48 (10.150.126.31)

€ 5 C | ©nNotsecure hitps://10.150.126.31/csBa7e79ec/home.htm X * ©® 459310

| £ AllBookmarks

© CMULogin = Dashboard | AIAT... @ MOOCNCSA - Microsoft Al Skils.. W' Python Tutorial BS Azure-Signup M Learn Laravel PHP.. [ CSS - Bootstrap @ Login tocontinue... 4 Dashboard - Gam... [ Free Computer,Pr.. [ Bootstrap [ CMUIDP »

ahaln cisco  Language: ET NG oo Avost Help
cisco SG500X-48 48-Port Gigabit with 4-Port 10-Gigabit Stackable Managed Switch

System Time
GVRP Dynamic Time Zone and Daylight Saviag Time configurations from DHCP, if raceived, override manual configurations

B021XEAP Actual Time (From SNTP Server): 13:62:29; 2025-Jun-18; TH

» RMON Clock Source Settings.
» ViewLog Enable
HTTP/HTTPS sessions): (] Enable

System Setings

Console Setings

System Mode and Stack Mana} Manual Settings’

User Accounts

Idie Session Tmeout
+ Time Setings

SNTP Unicast
SNTP MulicastAnycast
SNTP Authentication e s i
Time Range.

Recuring Range Got Time
Gt Time Zone from DHCP:
+ File Management

UpgradefBackup FimwarelLa| | Time Zone Offat:

e ‘Time Zone Acronym:

Download/Backup Configurali

Configuration Files Properties

e DayigntSavings:
Routing Resources a
» Diagnostics
Discovery - Bonjour
» Discovry - LLDP
+ Discovery - COP
Ping
Traceroute. % Fron
EotMenagorert T [ VvvmmoD | ] et

YYYY-MMM-DD [ HHMM

Smariport

VLAN Management 2 From Day Week Month: HHAMM

‘Spanning Tree. B Day HHMM

MAC Address Tables

Multicast
©20102014 Cisco Syster

JUNM N15A%A NTP Client uugunsalinsavne Cisco SG500X-48
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<« G ©nNots

https:/[10.150.126.31/cs8a7e79ec/home.htm * © 2010 :

L3
82 | © CMULogin % Dashboard | AIAT.. ) MOOCNCSA = Microsoft AISkils.. W' Python Tutorial §& Azure - Sign u & Dashboard-Gam.. [ Free Computer, Pr.. [ Bootstrap [ CMUIDP » | 3 Al Bookmarks

| Engish

SNTP Unicast
GVRP The Main

ce (SNTP S« Main Clock

'SNTP Client Unicast: Enable
TCAM Utization
Foats 1Pv4 Source Iterface: (Ao v
RMON IPV6 Source Interface: |Auto v/
View Log
Apply-| [ Cancel |
Systom Settings. —
jCocle Satinos Unicast SNTP Server Table
System Modo and Stack Manag
e SNTP Server _ PollInterval  Autheniication Key D _ Stratum Level | Status _ Last Response Ofset_Delay | Source _ Intrface
dio Sesslon Timeout nlpomuacth  Enabled ) 1 Up 18620256520 163868169000 0 Suiic
+ Time Settngs [ Ada
Systom Time
SNTP MulicastAnycast
SNTP Authentication
Time Range
Recuring Range

» SystemLog
+ File Management

Download/Backup Configuralid
Configuration Files Properties
Copy/Save Configuration
'DHCP Auto Configurationfima

Reboot

Routing Resources
» Diagnostics

Discovery - Bonjour
» Discovery - LLDP.
» Discovery - CDP.

Ping
Traceroute
Port Management
Smariport
VLAN Management

‘Spanning Tree
MAC Address Tables
Multcast

sUAN N156%e NTP Client uugunsaliasadng Cisco SG500X-48

7.3.5 qﬂnmﬁm%a‘ti’]&l (Access Switch 81A15 1) Cisco SG220-50

'
[

nsearlaeld CLI Login Wluf switch cisco Tdds
SG220-50# show clock

niuludaen ntp server U configuration mode IR RTaER
SG220-50(config)ttclock source sntp

SG220-50(config)#sntp server 10.156.199.10
SG220-50(config)ttclock timezone GMT +7

[ 10.150.126.17 (5G220-50-QA) - SecureCRT _ a x
File Edit View Options Transfer Script Tools Window Help

% £ O o [Enter host <A T EIEN

| Command Manager L
+ t3]
Commands
Ready ssh2: AES-256-GCM 14, 25 39 Rows, 131Cols Xterm  CAP NUM
- . = P 9 . p & w = 4. 10:24 PM
28 @ GlobalPrc @ ntpcisco Certificate 2-1-File B8 Downloac T £ @ @ @ ) indexphp @ Canva Ol dffosnesy o 10150126 E *Ec@ncm password A NG D dx @D88% 00

JUNM 1369 NTP Client uugunsaliasaung Cisco SG220-50



Jam9mT19@eU NTP 2096 Cisco SG220-50 ToAas
SG220-50#show sntp configuration
SG220-50#show clock

[ 10.150.126.17 (5G220-50-QA) - SecureCRT

File Edit View Options Transfer Script Tools Window Help

£ ¥ i | Enterhog Ak Oil8 se?(? @
Command Manager LY

Ready

"

sUnM n1snsadeu NTP vugunsalia3edng Cisco SG220-50

8. nguaneingdas

msadunisiasawazldaussuu NTP azdeadulunungvune dofvun wasannsgiud

999 famlud

8.1 wizswdyaAidenisnssimuRaiisaturenfiames w.a. 2550 waziudlufifi
o fmualiinisiniudeyasasnisneuiinnes (Log) ag1egnaes
o syuunaazdosiud ileliideya Log anunsalddnedald
e msmaAIan (Time Sync) fgndfeadaiududfalunsuiiRnungmane
8.2 w5 UnalRnuAsadayadIuyAna W.A. 2562 (PDPA)
o Agdesiumsinifiuuazysznanadoyadiuyana
® Log Afimsszyilinuiefudeyadiuyana

o Juduseaiinaiigniesiienuiugilunsfnniumnnisel

9. wnsguunaztannaslunislyanu
9.1 WINTFIUAIUNITAIAT NTP

®  FRINMUALATEUUNIMUATTLAELIA10199 1R8N (Centralized Time Source)

® §93lin15RIA1 NTP Server 9819ilae 2 Witad (Primary / Secondary) LiWea21a

foLlaIvaIusSNg

® MvuA Time Zone WignAasmuiuildanu (wu UTC+7)

o Muuatatlung Sync imungauiuUsslnnueeseuy

12, 17 39 Rows, 131 Cols Xterm

B8 @ Globalrre @ %BmsSyn Certificate 2-1-File B8 Downioac T @ B @ @ 3 indexphy @ Canva Ol dfosneny G 10150126 E *Ec@ncm @ password A NG A dx @D93%

11

=}
]
v . |2

CAP NUM

10:36 PM
5/26/2026
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9.2 WINTFIUAUANUYNADIVDLIAN

o MAnAMIAATEUYBII (Time Offset) Aotagluinaeieensule (W liiiu =1
Wi vise auulguigedAns)

¥ = 1 CI)
ARIUNTTHRTIVABUANIUL NTP D8198ULEND

syuuTilianud1Ayg (Critical System) dosdianuusingnvesiangaudivay
9.3 dmSUlpUATEUY

AosrilunsAsAazglasnwIsTUU NTP ausnasguifimun

rodliasuudasan NTP laglalasuend

AosnTIadeuLazilvlgnillonuanulaun

10. STUUANAINUSSLIUNALAZLENE15D19D9
10.1 MIRFIRddUANIULITUU (System Monitoring)

®  (1579FVUANIULTNITNIIUYDI NTP Server Uaz NTP Client
®  5IEDUAINTITILATIUGLIAN 1w Offset, Delay, Stratum

o aadsunUNIauldIUUes NTP Server (Availability)

10.2 59U UNIINTIVEDU
®  ATAABULUUDAIULRA (Real-time Monitoring) W1UsEUU Monitoring Tools
®  {99EOUTIETU / TIWEUMYT MUANUEIAYUDITTUY

® a5REBUNITALAAMARAUNA (Incident-Based)
10.3 wnsesdantdlunsina

® ANFINTIVABU LU ntpg, chronyc, w32tm
® 53UV Monitoring 19U Zabbix
® |og MNszuvUUinisuazgunsaliaIee

11. ATANUIN
https://network.cmu.ac.th/wiki/index.php/CMU_NTP




Adlan1sufuRMunguarsnamalulagfdnauasdonisiseus

N13AeA NTP dusurufjumneu

A3UTBITIENY

aa o
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